
 
 
 

Alamar Biosciences, Inc. Privacy Policy:   
 

What We Stand For… 

Alamar Biosciences, Inc. (and any directly or indirectly controlled a3iliate or subsidiary thereof, 
collectively, “Alamar,” “Alamar Biosciences”, “we,” “our,” or “us”), values your privacy and the 
protection of your Personal Data. This Alamar Biosciences Privacy Notice (“Notice”) explains how 
we collect, store, use, share, transfer, delete, and process information collected from or about you 
(“Personal Data”). As an international company, Alamar has multiple entities in di3erent 
jurisdictions that are responsible for the Personal Data they process, and our policy is to process 
Personal Data in accordance with these applicable laws and regulations. 

 

• Alamar’s privacy principles 
• The purpose and reach of this privacy notice 
• Information collected 
• Website, Marketing, cookies, and tracking 
• Third parties 
• Your rights regarding your personal data 
• Transfer of personal data across national borders 
• Safeguarding information 
• How long your personal data will be retained 
• Changes to this privacy notice 
• Contact us 

 

Alamar’s privacy principles: 

Across all of our business activities we seek to base our privacy practices on accepted principles of 
privacy and data protection. These principles include: 

• Transparency: To be open about privacy practices, policies, developments, and the details 
of any processing that takes place and to specify the purposes for which Personal Data is 
collected and processed before such collection takes place. 

• Fairness in Processing: To obtain Personal Data in good faith by legitimate, lawful, and fair 
means and to process Personal Data only in accordance with the purposes for which it was 
collected. 

• Engaging in Privacy by Design: To ensure we create solutions and process data with 
privacy at the forefront and in accordance with these principles. 



 
 

• Accountable: To be accountable for complying with measures that give e3ect to these 
principles, including by ensuring accountability of third parties with whom we interact 
through appropriate contracts. 

• Responsive to Privacy Requests: To be responsive to individual’s privacy rights a3orded by 
law. 

• Protective: To protect Personal Data using reasonable security safeguards, to ensure data 
accuracy, and to limit use to that which is necessary for the processing purpose. 

 

The purpose and reach of this privacy notice 

Alamar Biosciences is committed to compliance with all applicable privacy and data protection 
laws, including but not limited to the General Data Protection Regulation (GDPR), California 
Consumer Privacy Act (CCPA), China’s Personal Information Protection Law (PIPL), and other 
relevant national and regional frameworks. 

This Notice describes the types of Personal Data that Alamar Biosciences may collect or process, 
how we may use and disclose that Personal Data, and how you may exercise any rights you may 
have regarding our processing of your Personal Data.  

This Notice applies to Personal Data collected or processed by us online (through websites, 
applications, email, and otherwise) (“Online Services”); when we process your Personal Data for 
your potential participation as a research subject in clinical trials; when we process Personal Data 
for your potential participation in clinical trials as an investigator or a member of the investigator 
team; when we process medical information and in connection with post-approval 
pharmacovigilance and adverse events, complaints, and reports; when we provide products or 
services to you, your doctor, hospital, medical treatment or scanning facility, or other healthcare 
provider (collectively, “Healthcare Provider,” which refers both to the Healthcare Provider 
institution, organization, or company, and individuals employed by or working for or with such 
organization), or your patients; and in other situations where you interact with us, including but not 
limited to interacting with or visiting our sites and o3ices or our events (e.g., tradeshows and 
conferences) (such products, services, Online Services, and other systems collectively, the 
“Products and Services”); when we process your data as an employee of a company for which we 
provide Products or Services; or anywhere this Notice is posted or referenced. This Notice also 
applies to Personal Data that is collected or processed when you interact with us in person, by 
telephone, or by mail. 

• Alamar Biosciences may have other unique privacy notices that apply to certain specific 
situations, including informed consent forms for use in interventional and observational 
medical research. To the extent you were provided with a di3erent privacy notice or policy 
and those policies or notices apply, those policies or notices will govern our interactions 
with you, not this one. 



 
 

• If you provide us with Personal Data of anyone other than yourself (such as a customer, 
patient or family member), please note that you are responsible for complying with all 
applicable privacy and data protection laws prior to providing that information to Alamar 
Biosciences (including obtaining consent, if required). 

• Please review this Notice carefully. To the extent permitted by applicable law, by providing 
us your Personal Data or otherwise interacting with us, you are agreeing to this Notice. 

• Alamar Biosciences, or the subsidiary or a3iliate with whom you, your employer, your 
Healthcare Provider, or your patient is interacting or who owns and operates the Product or 
Service is, where applicable, the entity responsible for the collection and use of your 
Personal Data (known in some jurisdictions as the “data controller”).  

 

Information collected 

What is Personal Data? 

• “Personal Data” is any information—as electronically or otherwise recorded—that can be 
used to identify a person or that we can link directly to an individual, such as name, 
address, email address, telephone number, or credit card number, as applicable. Personal 
Data in some jurisdictions can include information that indirectly identifies a person, such 
as a unique number assigned to a patient by a Healthcare Provider or a clinical trial 
participant, even absent other identifying information. 

• Personal Data may include information considered sensitive in some jurisdictions, such as 
biometric information, genetic information, medical and health information, financial 
account information, geolocation, ethnic or racial origin, information concerning your sex 
life or your sexual orientation, and other information. Please note that, for patients, as 
described below, we may receive information about you from your Healthcare Provider or 
others, when legally permitted. 

• We will process any Personal Data we collect in accordance with applicable law and as 
described in this Notice (unless, as explained above, a separate policy or notice governs). In 
some circumstances, if you do not provide us with your Personal Data, certain Products and 
Services may be unavailable to you. 

Below is a high-level summary of the types of Personal Data we may collect from you.  Following 
that high-level summary is additional detail and information on how we collect, process, and use 
Personal Data and the potential recipients of your Personal Data, and how we have done so in the 
preceding 12 months. Some jurisdictions require us to state the legal bases for processing your 
Personal Data, which are included below, but please note that not all jurisdictions may recognize 
all legal bases. 

 

Website, Marketing, cookies, and tracking 



 
 
This privacy policy (the “Privacy Policy”) describes how Alamar Biosciences, Inc. treats information 
that you provide to us or that we collect from your use of our website, www.alamarbio.com (the 
“Website”). This Privacy Policy includes information on how we use your personal information, how 
we protect the security of that information, and how you may change or request that we amend 
your personal information from our systems. This includes any information associated with you 
(such as your name, title, email address, or phone number) that is supplied to us in connection with 
your use of our Website, as well as information we generate regarding your use of the Website, in 
either case, information that does, or can be used to identify you (“personal information”). This 
Privacy Policy applies solely to personal information collected through use of the Website. Please 
note that our Website contains links to other sites not owned and/or operated by us; therefore these 
sites may have privacy policies that di3er from our Website. This Privacy Policy is e3ective as of July 
31, 2021. Click a link below for information on each topic: 

• What information do you collect through your Website, and how is this information used? 

• How does Alamar Biosciences protect the security of my personal information? 

• How do you share my personal information? 

• What about transfer of my personal information to other countries? 

• How can I change, update, or delete your personal information? 

• What rights do I have regarding the use of my personal information through your website? 

• Does the Website use “cookies”? 

  

What information do you collect through your Website, and how is this information used? 

Contacts through our Website 

We collect certain personal information through the Website when you choose to submit such 
information to us through email, an online form or other method (such as contacting us through our 
“Contact Us” or “Careers” Website functions). This may include, but is not limited to, a person’s 
name, company name, physical address, telephone number, and email address and includes such 
personal information you provide to us in order to request additional information about our 
products and services, employment opportunities, or for other purposes. We use personal 
information collected through our Website to respond to specific requests for information. You do 
not need to provide this personal information to us, but if you do not, we will not be able to respond 
to your communication. We collect and use this personal information for our legitimate business 
interests to understand customer/potential customer feedback and to respond to sales requests. 
We will keep this information for as long as you have a relationship with us, or if you do not have a 
relationship with us beyond this communication, for a reasonable length of time that lets us 
understand how people use our Website. 

Website Visitors 

https://www.alamarbio.com/


 
 
We also maintain a log of certain information concerning visitors to our Website, including but not 
limited to a visitor’s IP address (a computer’s numerical Internet address), the websites from which 
visitors access our Website, the type of web browsers used to access our Website, the device used 
to access our Website, and the pages viewed. Such information may be treated as personal 
information under certain applicable local law. We only use this type of information to understand 
how our Website is accessed and how it is used. 

Employment 

If we have collected your personal information through our “Careers” page in response to an Alamar 
Biosciences job opening, you are giving us permission to process and retain your information for the 
purpose of evaluating your application for a particular job opening. This personal information is 
processed and stored by a third party talent tracking solution provider under contract with Alamar 
Biosciences. Any information requested relating to U.S. Equal Opportunity Employment (EEOC) 
questions, or self-identification of disability is strictly voluntary and will not be considered in 
evaluating your application for a particular job opening. Any information provided in response to the 
EEOC form (Form CC-305) will be maintained in a confidential file, separate from the job 
application. 

Marketing 

If we have collected your personal information through our Website or through other channels 
(such as if you have exchanged contact information with one of our sales representatives or 
partners, or have included your personal information in an event registration form or provided it to 
us at a trade show), and we have permission to do so, we will use your personal information to 
inform you about our products and services and to gather feedback from your on our Website and 
services. You may unsubscribe from any marketing communications at any time by selecting the 
opt-out link which will be contained in any such email or communications that you receive, or by 
contacting us by using the details at “How can I change, update, or delete my contact information?” 

Cookies 

We also collect information about Website users through “cookies” – small pieces of information 
sent by a web server to a web browser that allow the web server to identify the unique browser on 
each page. For more information about our use of cookies, please see our “Cookies” section. 

Sale or Merger of Alamar Biosciences 

Subject to applicable law, our user information is a business asset of our company. If we were sold 
to or merged with another company, our user information may be transferred to a successor of the 
company, who will agree to abide by the terms of this Privacy Policy. You have the right to request 
that your personal information be removed from our systems at any time. 

Legal Requirements 

We will also disclose personal information (1) in response to lawful requests by public authorities 
(including to meet national security or law enforcement requirements) and (2) in our sole discretion 
if we believe that such disclosure is appropriate in connection with an o3icial government or 



 
 
regulatory investigation or in response to a perceived significant threat to a person’s health or 
property or to our business. We may also process your personal information if necessary in the 
defense of a legal claim. We will not delete personal information if relevant to an investigation or 
dispute. It will continue to be stored until those issues are fully resolved. 

How does Alamar Biosciences protect the security of my personal information? 

We maintain an information security program that includes administrative, technical, and physical 
safeguards and other security measures necessary to (a) ensure the security, confidentiality, and 
integrity of your personal information; (b) protect against any anticipated threats or hazards to the 
security, confidentiality, and integrity of your personal information; (c) protect against unauthorized 
access to, destruction, modification, disclosure or use of your personal information; and (d) detect 
and respond to security incidents involving your personal information. We permit persons working 
for us to access and use your personal information only to serve our legitimate business and our 
customers’ service needs, in accordance with this Privacy Policy. 

How do you share my personal information? 

Alamar Biosciences does not sell, lease or rent the personal information you share with us with 
third-parties.   Alamar Biosciences may share your personal information as follows: 

• Our service providers, vendors, and other processors. We may share your personal 
information with our service providers, business partners, or other vendors that help us run 
our business. Such entities will be given access as is reasonably necessary, and only under 
contractual obligations that are at least as restrictive as this Privacy Policy and in 
compliance with applicable privacy laws. 

• Subsidiaries and aKiliates. We may share your personal information with Alamar 
Biosciences subsidiaries and a3iliates. 

• Change of control. We may share your personal information as part of a purchase, transfer, 
or sale of the company or a subsidiary (for example, a corporate restructuring, merger or 
consolidation with, or sale of substantially all of our assets to a third party). 

• Legal compliance. We may share your personal information if we believe that such 
disclosure is necessary to comply with any applicable laws, regulations, legal processes, or 
requests by public authorities (e.g., law enforcement, tax authorities, etc.), or to protect 
you, us, or other users’ rights or property, or to protect our business, comply with or enforce 
our terms, agreements or policies. Such disclosure may be to parties outside your country 
of residence. 

• Your consent or express actions. We may share personal information when we have your 
consent to do so. Also, any information or content that you voluntarily disclose for posting in 
public areas of our Websites, such as blog comments or social media posts on our social 
media profiles, become available to the public. 



 
 

• Anonymous or aggregated data. We may share anonymized or aggregated information 
with any third parties.   Such information no longer reasonably identifies you and is not 
considered personal information. 

What about transfer of my personal information to other countries? 

Your personal information may be stored and processed in any country in which we engage service 
providers, including to countries outside of the location(s) of your business, such as the United 
States and countries within Europe, Latin America and the Asia-Pacific region. Where such 
transfers of your personal information are made they will be made in accordance with applicable 
law. 

Transfer of Information to Other Countries – Users in European Economic Area (EEA), The United 
Kingdom, and Switzerland 

We store your personal information on cloud servers located in the United States. In addition, we 
use suppliers in the United States that support the provision of our services. The transfer of this 
information is governed by a contract including standard contractual clauses (SCCs) approved by 
the European Commission. 

How can I change, update or delete my personal information, or request that I not be contacted? 

You can change or update your personal information at any time. In order to change, update or 
delete any personal information, please contact us by emailing us at privacy@alamarbio.com. 

What rights do I have about the use of my personal information through your website? 

If you are a resident of the EEA, you have certain rights regarding our use of your personal 
information as collected under this Privacy Policy. Some of these rights, e.g., the right to be 
forgotten or the right to request that we transfer your information to another company, will only 
apply in certain circumstances. Generally, these rights will not be available if there are outstanding 
contracts between us, if we are required by law to keep the information or if the information is 
relevant to a legal dispute. We have listed the rights you have over your personal information and 
how you can use them below. These rights are subject to restrictions under European data 
protection law and, subject to the exemptions in that law, may only apply to certain types of 
information or processing. 

1. We need your consent for some of the ways we use your personal information, e.g., for 
marketing or processing special categories of information about you. You can remove that 
consent at any time. 

2. You can ask us to confirm if we are processing your personal information and if we are, you 
can ask for access to that information and details regarding: 

o Why we are using your information; 

o What information are we using; 

o Who we have shared the information with; 

mailto:privacy@alamarbio.com


 
 

o The period for which your information will be stored, or how we determine that 
period; 

o your right to object to our processing of your information, your right to have your 
information erased or the processing of your information restricted; 

o Your right to lodge a complaint with a data protection supervisory authority; 

o The source of your information where it has not been provided by you; 

o The existence of any automated decision-making processes using your data or any 
profiling; 

o The transfers of your information to countries outside of EEA and the safeguards in 
place; 

o Your right to a copy of the information about you which is being processed by us. 

3. You can ask us to correct your information if it’s wrong. 

4. You can ask us to delete some of your information. 

5. You can ask us to restrict how we use your information. 

6. You can ask us to help you move some of your information to other companies. 

7. You have a right to ask that we provide your information in an easily readable format to 
another company. 

8. You can ask us to stop using your information, but only in certain cases. 

9. You have the right to complain to the relevant supervisory authority. 

You also have a right to object to us processing your information in certain circumstances. You can 
ask us to stop processing your information at any time. In certain circumstances, we may not be 
able to do this or may not be required to do this. For example, if there are outstanding contracts 
between us, if we required by law to keep the information or if the information is relevant to a legal 
dispute then we may not stop processing your information. If you reside or are located in the EEA, 
we keep your personal information for no longer than necessary for the purposes for which that 
personal information was obtained or processed. The length of time we retain personal information 
depends on the purposes for which we collect and use it and/or as required to comply with 
applicable laws and to establish, exercise or defend our legal rights. 

California Privacy Rights 

California Consumer Privacy Act 

If you are a resident of California, the following sections are intended to provide certain information 
to you as required by the California Consumer Privacy Act of 2018 (“CCPA”). These sections apply 
to personal information that identifies, relates to, describes, is capable of being associated with, or 
could reasonably be linked, directly or indirectly, with you or your household such as your real 



 
 
name, alias, postal address, unique personal identifier, online identifier Internet Protocol address, 
email address, account name, social security number, driver’s license number, passport number, 
or other similar identifiers (collectively, “personal information”). Personal information does not 
include publicly-available information and certain other information that is regulated by other 
applicable laws. 

Right to Know 

You have the right to request that we disclose certain information to you about our collection of 
your personal information. Such information shall cover the 12-month period preceding our receipt 
of your request. Upon our receipt of your verified request, we will provide you with the following: 

• The categories of personal information we have collected about you 

• The categories of sources from which we have collected your personal information 

• Our business or commercial purpose(s) for collecting or selling your personal information 

• The categories of third parties with whom we have shared your personal information; and 

• The specific pieces of personal information we have collected about you 

Alamar Biosciences has not disclosed or sold any personal information to third parties for a 
business or commercial purpose in the preceding 12 months. 

Right to Delete 

You have the right at any time to request that we delete your personal information. However, in 
some cases we cannot delete all or some of your personal information as required or permitted by 
applicable laws. Or we may need to delay a deletion, for instance, to process transactions you 
authorize such as a purchase of our products. 

Right to Opt-Out of Sale of Personal Information 

We do not sell, rent, or otherwise share your data to any third-party for a business or commercial 
purpose under any circumstances. However, we are required to let you know that you have the right 
to opt-out of the sale of your personal information if we ever notify you that we engage in such 
activity. 

Right to Non-Discrimination 

We will not discriminate against you for exercising your rights under the CCPA, such as denying you 
products and services, charging you di3erent rates or prices including use of discounts or 
penalties, or suggesting or providing a di3erent level of service or quality of products to you. 

How to Submit Your Request 

To submit a request to exercise any of your rights provided in this notice, please email us 
at: privacy@alamarbio.com or submit your request by phone or mail at: Alamar Biosciences, Inc. 
46421 Landing Parkway Fremont, CA 94538 (510) 626-9888 We will evaluate the request and take 
action where required to do so. Depending on the nature of your request, we may have to verify your 
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identity when you contact us. We do this by asking you to provide us with certain pieces of personal 
information which we will match with information we have in our possession to verify your identity. 
We endeavor to respond to your request as soon as we can. If we are not able to respond to your 
request within 45 days, we will let you know that we may require additional time (up to 90 total 
days). We are not able to respond to more than one “Right to Know” request from a consumer in any 
12-month period. 

Information We Collect, Sources of Information, Business Purposes for the Collection, & Sharing of 
Information 

Depending on your specific personal interaction with Alamar Biosciences or by using this website, 
we may have collected the following categories of personal information from California residents in 
the last twelve (12) months: identifiers (e.g. real name, address, email address); characteristics of 
protected classification under California or Federal law; commercial information (e.g. products 
purchased, obtained, or considered, or other purchasing or consuming histories); internet or other 
electronic network activity (e.g. browsing history, search history, or a consumer’s interaction with a 
website); professional or employment related information; education information (information that 
is not publicly available personally identifiable information as defined in the Family Educational 
Rights and Privacy Act); or any other category of information consistent with this Privacy Policy. Our 
sources for this information include: information we receive directly from you; or any other sources 
consistent with this Privacy Policy. Our business purposes for collecting this information include: to 
fulfill our contractual obligations with you; to improve our website and our services; to send you 
updates about our company; to send targeted marketing campaigns; or any other purpose 
consistent with this Privacy Policy. We do not sell, rent, or otherwise share your data to any third-
party for a business or commercial purpose under any circumstances. However, we may share your 
data with service providers engaged by us to help provide the services permitted by the Privacy 
Policy. Each service provider is obligated to only use your personal information to provide the 
contracted services and for no other purpose. Further, each service provider must contractually 
agree to robust privacy and security obligation prior to engagement, including the secure deletion of 
your data upon the termination of our agreement. 

California Shine the Light Law 

Pursuant to Section 1798.83 of the California Civil Code, residents of California have the right to 
request from a business, with whom the California resident has an established business 
relationship, certain information with respect to the types of personal information the business 
shares with third parties for direct marketing purposes by such third party and the identities of the 
third parties with whom the business has shared such information during the immediately 
preceding calendar year. However, we do not sell, rent, or otherwise share your data to any third-
party for a business or commercial purpose under any circumstances. If you are a California 
resident and want a copy of this notice, please submit an email request 
to privacy@alamarbio.com. In your request, please specify that you want a “Your Alamar 
Biosciences California Privacy Rights Notice.” Please allow 30 days for a response. 

California “Do Not Track” Notice 
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Alamar Biosciences does not currently recognize and process “do not track” signals from di3erent 
web browsers. You may manage your preferences for tracking across sites in the “Do we use 
cookies to gather information?” section above. For more information on “do not track” please 
visit https://fpf.org/thank-you-for-visiting-allaboutdnt-com/. 

Nevada Privacy Rights 

We do not sell, rent, or otherwise share your data to any third-party for a business or commercial 
purpose under any circumstances unless you specifically consent to such disclosure. Pursuant to 
Section 603A of the Nevada Revised Statutes, residents of Nevada may, at any time, submit a 
request to an operator of a website in Nevada directing the operator not to make any sale of any 
personal information the operator has collected or will collect about the consumer. If you are a 
Nevada resident and want to opt-out of the sale of any personal information, please submit an 
email request to privacy@alamarbio.com. In your request, please specify that you want to “Opt-Out 
of Sale of Personal Information in Nevada.” Please allow 60 days for a response. If you would like to 
exercise, or discuss, any of these rights, please contact us as described below. 

China Privacy Rights (PIPL) 
If you are a resident of the People’s Republic of China, your personal information is protected under 
the Personal Information Protection Law (PIPL). Alamar Biosciences processes personal 
information in accordance with PIPL requirements, including: 

• Lawful, fair, and transparent processing 
• Limiting collection and use to the minimum necessary 
• Implementing appropriate security safeguards 
• Honoring data subject rights, including access, correction, deletion, and portability 
• Ensuring lawful cross-border transfers with appropriate safeguards 

To exercise your rights under PIPL, please contact us at privacy@alamarbio.com. 

Does the Website use “cookies”? 

Our Website uses cookies to distinguish you from other users of our Website and to collect 
information about your online preferences. This helps us to provide you with a good experience 
when you browse our Website and also allows us to improve our site. By continuing to browse the 
Website, you are agreeing to our use of cookies. A cookie is a small file of letters and numbers that 
we store on your browser or the hard drive of your computer if you agree. Cookies contain 
information that is transferred to your computer’s hard drive. 

We use the following cookies: 

• Strictly necessary cookies. These are cookies that are required for the operation of our 
Website. They include, for example, cookies that enable you to log into secure areas of our 
Website. 
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• Analytical/performance cookies. These cookies collect information about how you use 
our Website. They allow us to recognize and count the number of visitors and to see how 
visitors move around our Website when they are using it. This helps us to improve the way 
our Website works, for example, by ensuring that users are finding what they are looking for 
easily. These cookies are sometimes placed by third-party providers of web tra3ic analysis 
services, such as Google Analytics. 

• Functionality cookies. These cookies remember choices you make and are used to 
recognize you when you return to our Website. This enables us to personalize our content 
for you, greet you by name and remember your preferences (for example, your choice of 
language or region). 

• Targeting cookies. These cookies collect information about your browsing habits such as 
the pages you have visited and the links you have followed. We will use this information to 
make our Website more relevant to your interests. They are also used to make advertising 
more relevant to you, as well as to limit the number of times you see an advert. These 
cookies are usually placed by third-party advertising networks. They remember the other 
websites that you visit and this information is shared with third-party organizations, for 
example advertisers. 

Please note that third parties (including, for example, advertising networks and providers of external 
services like web tra3ic analysis services) may also use cookies, over which we have no control. 
These cookies are likely to be analytical/performance cookies or targeting cookies. We use Google 
Analytics. For information on how Google processes and collects your information in regard to this 
product and how you can opt-out, please see here. Most internet browsers are automatically set up 
to accept cookies. However, you can block cookies by activating the setting on your browser that 
allows you to refuse the setting of all or some cookies. Please refer to the help and support area on 
your internet browser for instructions on how to block or delete cookies. However, if you use your 
browser settings to block all cookies (including essential cookies) you may not be able to access all 
or parts of our site. For more information on managing cookies, please go 
to www.allaboutcookies.org, or visit www.youronlinechoices.com which has further information 
about behavioral advertising and online privacy. 

 

Your rights regarding your personal data 

Please note that in many circumstances, we cannot e3ectively do business with you without 
processing some Personal Data about you (e.g., your contact information). For example, when you 
contact customer service representatives, we may require you to provide information to 
authenticate your identity to assist you with your request. If you are unable to provide this 
information, we may be unable to process your request. 

You may have a right under your area’s data protection law to the following rights with respect to 
some or all of your Personal Data: 

• To request access to your Personal Data (including under GDPR Article 15); 

https://www.allaboutcookies.org/
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• To request that we rectify or erase your Personal Data (including under GDPR Articles 16 and 
17); 

• To request that we restrict or block the processing of your Personal Data (including under 
GDPR Articles 18, 21 and 22 and to object to the sale or sharing of your Personal Data under 
other relevant laws); 

o This includes the right to opt-out of solicitations; 

• To provide your Personal Data directly to another organization, i.e., a right to data portability 
(including under GDPR Article 20); 

• When we previously obtained your consent, to withdraw consent to processing (including 
under GDPR Article 21); and 

• To lodge a complaint with the data protection authority in your area. 

We will make reasonable e3orts to respond promptly to your requests in accordance with 
applicable laws. We may, after receiving your request, require additional information from you to 
honor the request and verify your identity. Please be aware that we may be unable to a3ord these 
rights to you under certain circumstances, such as if we are legally prevented from doing so.  

When we receive your Personal Data from our customers and process your Personal Data on their 
behalf, we do so in the capacity of a data processor.  We do not have control over our customers’ 
privacy and security practices and processes. If your Personal Data has been submitted to us by a 
Alamar Biosciences customer and you wish to exercise any of the above-mentioned rights, please 
contact the relevant customer directly, or provide us with the name of the customer so that we can 
appropriately refer your request to them. 

 

Transfer of personal data across national borders 

Please be aware that Personal Data we collect and process may be transferred and maintained 
outside your state, province, country, or other jurisdiction where the privacy laws may not be as 
protective as those in your location, including the United States. Where required by law, including 
under China’s PIPL, Alamar Biosciences has put in place lawful transfer mechanisms and adequate 
safeguards for cross-border transfers of personal information, in accordance with applicable legal 
requirements, to protect your Personal Data. 

 

Safeguarding information 

Consistent with applicable laws and requirements, Alamar Biosciences has put in place physical, 
technical, and administrative safeguards to protect Personal Data from loss, misuse, alteration, 
theft, unauthorized access, and unauthorized disclosure consistent with legal obligations and 
industry practices. However, as is the case with all websites, applications, products, and services, 
we unfortunately are not able to guarantee security for data collected through our Products and 



 
 
Services. In addition, it is your responsibility to safeguard any passwords, ID numbers, or similar 
individual information associated with your use of the Products and Services. 

 

How long your personal data will be retained 

We generally retain Personal Data for as long as needed for the specific business purpose or 
purposes for which it was collected. In some cases, we may be required to retain Personal Data for 
a longer period of time by law or for other necessary business purposes. Whenever possible, we 
aim to anonymize the information or remove unnecessary identifiers from records that we may 
need to keep for periods beyond the specified retention period. 

 

Changes to this privacy notice 

We reserve the right to change this Notice from time to time. We will alert you when changes have 
been made by indicating the date this Notice was last updated as the date the Notice became 
e3ective or as otherwise may be required by law. It is recommended that you periodically revisit 
this Notice to learn of any changes. 

 

Contact us 

If you have questions or comments about this Notice or about how your Personal Data is 
processed, please contact us by email at privacy@alamarbio.com. You may also contact us by 
phone or mail: Alamar Biosciences, Inc. 47071 Bayside Parkway Fremont, CA 94538 (510) 626-
9888. We will make reasonable e3orts to respond promptly to your requests in accordance with 
applicable laws.  We may, after receiving your request, require additional information from you to 
honor the request and verify your identity. Please be aware that we may be unable to a3ord these 
rights to you under certain circumstances, such as if we are legally prevented from doing so. 

 

E3ective date:  December 16, 2025 
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